Web and Network Programming in
Python

by

[Kindson Munonye]

[Publisher Name]

[Year]



Copyright Page

© 2024 by Datarmatics. All rights reserved.
No part of this book may be reproduced, stored in a retrieval system,
or transmitted in any form or by any means—electronic, mechanical,
photocopying, recording, or otherwise—without prior written permission

from the publisher, except for the inclusion of brief quotations in a review.

Published by:
Datarmatics
Your company’s address (optional)

your-email@example.com (optional)

Author:

Kindson Munonye

First Edition: Month Year
ISBN: [Your ISBN here]

Printed in [Country]



CONTENTS

(1 Introduction to Web and Network Programming in Python|
(1.1 Why Python for Web and Network Programming?| . . . . . . . . .. .. 9
(1.2 Aspects of Web and Network Programming|. . . . . . . .. ... ... . 10
1.3 Web Programming in Python| . . . . . . . . . ... ... ... ..... 11
............................... 12
(1.3.2 Dijango: | . . . .. .. 12
(1.3.3 FastAPLl . . . . . . oo 13
(1.4 Network Programming in Python| . . . . . . . . ... ... ... .... 13
[1.4.1 Basic Networking with Sockets:| . . . . . . . . .. ... ... .. 13
(1.42 HTTP Requests:|. . . . . . ... ... ... ... ... ..... 14
[1.4.3  Asynchronous Networking:| . . . . . . . .. ... ... ..... 14
[1.5 Topics Covered in Subsequent Chapters|. . . . . .. ... ... . .... 15
(1.6 Conclusion| . . . . . . . . . ... 16
2 REST API With Flask 17
2.1 Introduction to REST and Flask . . . . . . .. ... ... .. .. .... 17
21.1 Whatis REST? . . . . . . . . ... .. ... 17
2.1.2 WhatisFlask? . . . . ... . ... 18
2.2 Setting up Your Development Environment . . . . . . . ... ... ... 18

1



CONTENTS

2.3 Creating a Basic Flask Application . . . . . ... .. .. .. ... ... 19
2.4 Understanding RESTful Principles . . . . . . . .. ... ... .. .... 20
2.5 Project Structure . . . . . . .. 20
2.6 Handling Requests and Responses . . . . . . . . ... ... ... .... 21
2.6.1 RequestData . ... ... ... .. ... ... ... ... 21
2.6.2 JSON Responses. . . . . . . . . ... ... ... ... 22
2.7 Working with Data (Models and Databases) . . . . ... ... ... .. 22
2.7.1 Choosing a Database . . . . .. ... .. ... .. ... .... 22
2.7.2  Object Relational Mapping (ORM) . . . . . .. ... ... ... 23
2.7.3 Initializing SQLAIchemy in Flask . . . . . ... ... ... ... 24
2.8 Implementing CRUD Endpoints . . . . . . ... ... .. ... ..... 24
281 Create (POST) . . . . . . ... .. ... ... 24
282 Read (GET) . . ... ... .. . 25
283 Update (PUT) . . . . . ... .. . . 25
2.8.4 Delete (DELETE) . . . . . . .. ... . .. ... ... ..... 26
2.8.5 Register the Blueprint . . . . . . . ... ... ... .. ... 26
2.9 Error Handling and Validation . . . . . . . ... ... ... ... .. .. 26
2.9.1 Flask Error Handler . . . . . . .. . ... ... ... .. .. .. 27
2.9.2 Validation . . . . . . ... 27
2.10 Authentication and Authorization . . . . . . ... 28
2.11 Testing Your APl . . . . . . . . . 29
2.11.1 Why Test? . . . . . . . . 29
2.11.2 Writing Tests with pytest or unittest . . . . . . . . .. .. ... 29
2.12 Deploying Your Flask REST APl . . . . . . . ... ... ... ..... 30
2.12.1 Example: Running with Gunicorn . . . . . . . ... .. .. ... 30
2.13 Conclusion . . . . . .. 30
REST API With FastAPI 33
3.1 Introduction . . . . . ... 33
311 KeyFeatures. . . . . . . ... 33
3.2 Why FastAPI? . . . . . . 34
3.3 Setting Up Your Development Environment . . . . . . . . .. . ... .. 34



CONTENTS 3

3.4 Creating a Basic FastAPI Application . . . . . . ... .. .. ... ... 35
3.5 Understanding Path and Query Parameters . . . . . . . . . . ... ... 35
35.1 Path Parameters . . . . . . . .. . . ... 35
3.5.2 Query Parameters . . . . . . . .. .. .. ... ... ... 36

3.6 Request Body and Pydantic Models . . . . . . . ... ... ... .... 36
3.7 CRUD Operations with FastAPl . . . . . . . .. ... . ... ...... 37
3.8 Handling Errors and Exceptions . . . . . . . ... 39
3.9 Middleware and Dependency Injection . . . . . . . . ... .. ... ... 39
3.9.1 Middleware . . . . .. .. 39
3.9.2 Dependency Injection . . . . ... ..o 40

3.10 Authentication and Authorization (JWT Basics) . . . .. ... ... .. 41
3.11 Database Integration with SQLAIchemy . . . . . . . ... .. ... ... 43
3.12 Async and Concurrency in FastAPI . . . . . ... ... ... .. .. .. 45
3.13 Automatic Documentation . . . . . . .. ..o 46
3.14 Testing Your FastAPI Application . . . . . . . ... ... .. ... ... 46
3.15 Conclusion . . . . . . 47
3.15.1 Key Takeaways . . . . . . . . . . .. 47

4 REST API With Django 49
4.1 Introduction to REST and Django REST Framework . . . . . . . .. .. 49
411 Whatis REST? . . . . .. . . .. .. ... 49
412 Why Django REST Framework (DRF)? . . . . . . . . ... ... 50

4.2 Prerequisites . . . . . ... 50
4.3 Setting Up the Development Environment . . . . . . . . .. ... ... 50
43.1 Install Python . . . . . . . ... 50
4.3.2 Create a Virtual Environment . . . . . . . ... ... .. 51
433 Upgradepip . . . . . . . . . 51

4.4 Creating a New Django Project . . . . . . . ... ... ... ... ... 51
4.5 Installing and Configuring Django REST Framework . . . . . . ... .. 52
4.6 Project Structure . . . . ... 53
4.7 Creating an App and Defining Models . . . . . . . . .. ... ... ... 54

4.7.1 Defining a Simple Model . . . . . . ... ... ... L. 54



CONTENTS

4.8 Database Migrations . . . . . . ... ..o L 55
4.9 Serializersin Depth . . . . . .. ... 56
49.1 Validations . . . . . . . ... 56
4.10 Views and Viewsets . . . . . . . . . . ... 57
4.10.1 Using Generic Class-Based Views . . . . . . ... ... .. ... 57
4.10.2 Using ModelViewSet (Optional) . . . . . .. .. ... ... ... 58
411 URLsand Routers . . . . . . . . .. .. ... 58
4.11.1 Defining URLs Manually . . . . . . ... ... ... .. ... .. 58
4.11.2 Using Routers with Viewsets . . . . . . .. .. ... ... ... 59
4.12 Testing the APl . . . . . . . . 60
4.12.1 Tools for Testing . . . . . . . . . .. ... 60
4.13 Advanced Topics . . . . . . . . 61
4.13.1 Handling Relationships . . . . . . . . ... ... ... ... .. 61
4.13.2 Customizing the Response . . . . . . . . . . .. ... ... ... 61
4.13.3 Overriding perform_create or perform_update . . . . . . . . .. 61
4.14 Authentication and Permissions . . . . . . . ... ... 62
4.14.1 Global Settings . . . . . . . . . ... 62
4.14.2 View-Level Permissions . . . . . . . .. ... ... 62
4.14.3 Token Authenticationor JWT . . . . . . . . .. . ... ... .. 63
4.15 Pagination, Filtering, and Ordering . . . . . . . . . ... .. ... ... 63
4.15.1 Pagination . . . . . ... 63
4.15.2 Filtering and Ordering . . . . . . . . .. . ... .. ... ... 64
4.16 Best Practicesand Tips . . . . . . . . . . ... 64
417 Conclusion . . . . . . . 65
GraphQL With Python 67
5.1 Introduction to GraphQL . . . . . . . . .. ... 67
5.2 GraphQL vs. REST: Detailed Comparison. . . . . . . ... ... .... 67
5.3 Core GraphQL Concepts . . . . . . . . . . ... ... 69
531 Schema . . . . ... 69
532 Types . . .. 69

5.3.3 Queries . . . .. 70



CONTENTS

534  Mutations . . . . ...
5.3.5  Subscriptions . . . ...
536 Resolvers . . . . . . ...
53.7 Custom Scalars . . . . . . . ...
5.4 Popular Python GraphQL Libraries . . . . . .. ... ... ... ....
541 Graphene . . . . ...
542 Ariadne . . . ..
5.4.3 Strawberry . . ...
5.4.4  Django Integration (Graphene-Django) . . . . . . .. . ... ..
5.5 Building a GraphQL API: Step-by-Step (Graphene + Flask Example)
5.5.1  Project Structure and Setup . . . . ... ...
5.5.2  Modeling Data with SQLAIchemy . . . . . ... ... ... ..
55.3  Defining the Schema . . . . . . . . ... ... L.
5.5.4 Integration with Flask . . . . . . ... ... .. ... ... ..
55,5 Testingthe APl . . . . . . . . ...
5.6 Advanced Topics . . . . . . ...
5.6.1  Authentication & Authorization . . . . . ... ... ... ...
5.6.2  Dataloaders (Batching & Caching) . . . ... ... ... ...
5.6.3  Subscriptions (Real-Time) . . . ... ... ... ... .....
5.6.4  Pagination, Filtering, and Sorting . . . . . .. ... ... ...
5.6.5  File Uploads & Custom Scalars . . . . . . . ... ... ... ..
5.6.6  Error Handling & Validation . . . . .. ... ... ... ....
5.6.7 Performance Tuning & Monitoring . . . . . . . ... ... ...
5.7 Security Best Practices . . . . . . ... ...
5.8 Recommended Folder Structures & Project Organization . . . . . . . ..
5.9 Best Practices . . . . . . . ..
5.10 Conclusion . . . . . . .
510.1 NextSteps. . . . . . . . . . . . ...

6 Message Queues

6.1 Introduction to Message Queuing . . . . . . ... ...
6.2 Why Use Message Queues? . . . . . . . . . . . ... ... ... ...

70
70
71
71
71
71
72
72
72

72
73
74
76
76
78
78
79
79
79
80
80
80
81
81
82
83
83



CONTENTS

6.3 Popular Message Queuing Technologies . . . . . . . .. ... ... ... 86
6.4 Choosing a Queueing Technology . . . . . . . ... .. .. ... .... 87
6.5 Message Queuing Patterns . . . . . . . ... 87
6.6 Getting Started with RabbitMQ and Python . . . . . . . . . . ... .. 88
6.6.1 Installing RabbitMQ . . . . . . . . .. .. ... ... ... 38
6.6.2 Installing Python Dependencies . . . . . . . ... ... ... .. 88
6.6.3 Core RabbitMQ Concepts . . . . . . . ... ... ... ..... 89
6.6.4 Working with the pika Library . . . . . . . .. ... .. 89
6.6.5 Introduction to Redis Streams . . . . . . .. ... ... L. 94
6.7 Using Celery for Distributed Task Queues . . . . . . .. ... ... ... 95
6.8 Error Handling and Retries . . . . . . . . ... ... .. .. ...... 96
6.9 Security Considerations . . . . . . . ... 96
6.10 Performance Tuning and Scalability . . . . . . ... ... .. ... ... 96
6.11 Deployment Considerations (Docker, Monitoring) . . . . . . . . . .. .. 97
6.11.1 Docker . . . . . . . . 97
6.11.2 Monitoring . . . . . . ... 97
6.12 Conclusion . . . . . . . . 98
Task Scheduling 99
7.1 Introduction . . . . ... 99
7.2 Why Scheduling Tasks is Important . . . . . . . ... ... ... .... 100
7.3 Basic Scheduling Approaches in Python . . . . . . . .. ... ... ... 100
7.3.1 Usingtimesleep() . . . . . . . . ... 100
7.3.2 Using the threading Module . . . . . . . . . ... ... ... .. 101
7.4 The sched Module in the Python Standard Library . . . . . . . ... .. 102
741 KeyFeatures. . . . . . .. . 102
7.4.2 Limitations. . . . . ... 103
7.5 Third-Party Scheduling Solutions . . . . . . . ... ... ... ..... 103
7.5.1 schedule Library . . . . . . ... 103
7.5.2  APScheduler (Advanced Python Scheduler) . . . . . . . . .. .. 104
753 Celery . . . . 106

7.6 Using asyncio for Task Scheduling . . . . . . .. ... .. ... ..... 108



CONTENTS

7.7 Best Practices and Considerations
7.8 Putting It All Together . . . . .
7.9 Conclusion . . .. ... ... ..



CONTENTS



CHAPTER 1

INTRODUCTION TO WEB AND
NETWORK PROGRAMMING IN
PYTHON

Python, renowned for its simplicity and versatility, has become one of the most popular
languages for web and network programming. From building websites to handling net-
work communication, Python's robust libraries and frameworks provide developers with a

powerful toolkit to create scalable and efficient solutions.

1.1 Why Python for Web and Network Programming?

Python is an excellent choice for web and network programming due to several reasons:

1. Rich Ecosystem of Libraries and Frameworks: Python offers a wide range of
libraries and frameworks, such as Flask, Django, Requests, and Twisted, making it

easy to develop web and network applications.

2. Ease of Use: Python's syntax is clean and intuitive, which accelerates development

and reduces errors.
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3. Platform Independence: Python's cross-platform compatibility ensures that ap-

plications can run on various operating systems without modifications.

4. Active Community: Python has a vast community of developers, ensuring ample

resources and support for tackling challenges.

1.2 Aspects of Web and Network Programming

Web and network programming are broad fields that encompass various important aspects:
1. Protocols:

» Understanding protocols like HTTP, HTTPS, FTP, SMTP, and WebSocket is

crucial for building applications that communicate effectively over the internet.

N

. Security:

= Implementing secure communication using SSL/TLS.

= Employing techniques to prevent attacks such as SQL injection, cross-site

scripting (XSS), and man-in-the-middle attacks.
3. Data Serialization and Deserialization:

= Converting data into formats like JSON, XML, or binary for transmission across

networks.

= Libraries such as json, pickle, and protobuf are commonly used.
4. Concurrency and Parallelism:

= Using threads, processes, and asynchronous programming to handle multiple
tasks efficiently.

= Libraries like asyncio, threading, and multiprocessing are key.
5. Error Handling and Logging:

= Robust error handling and logging mechanisms to ensure application reliability.
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10.

= Frameworks like Loguru and tools like Sentry can assist.

Scalability:
» Building applications that can scale with increased traffic or data load.
» Techniques include load balancing, caching, and database optimization.
Testing:
= Ensuring the reliability and correctness of applications through unit tests, in-
tegration tests, and performance tests.
= Tools like pytest and mock are commonly used.
. Deployment:
= Using containers (Docker) and orchestration tools (Kubernetes) to deploy and
manage applications.
= Continuous Integration and Deployment (CI/CD) pipelines automate deploy-
ment processes.
Real-time Communication:

= Building applications that require instant communication, such as chat apps

or online gaming platforms, using WebSockets and related technologies.
Interfacing with Databases:

= Efficiently querying and managing data using ORMs like SQLAlchemy or
Django ORM.

1.3 Web Programming in Python

Web programming involves creating applications that run on a web server and are accessi-

ble through a browser. Python provides multiple frameworks to simplify the development

of web applications:
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1.3.1 Flask:

Flask is a lightweight and flexible framework, ideal for building small to medium-sized web
applications. It provides essential features, and its modularity allows developers to add
extensions as needed.

Example:

from flask import Flask
app = Flask(__name_ )
@app.route('/")

def home():

return "Welcome to Flask!"

if __name__ == '_main__':

app.run(debug=True)

1.3.2 Django:

Django is a high-level framework designed for rapid development. It includes features like
ORM (Object-Relational Mapping), authentication, and an admin panel out of the box.

Example:

from django.http import HttpResponse

def home(request):

return HttpResponse("Welcome to Django!")
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1.3.3 FastAPI:

FastAPl is a modern, high-performance framework for building APls. It leverages Python's
type hints for better code validation and auto-generation of APl documentation.

Example:

from fastapi import FastAPI
app = FastAPI()
Qapp.get("/")

def read root():

return {"message": "Welcome to FastAPI!"}

1.4 Network Programming in Python

Network programming involves the creation of applications that communicate over a

network. Python's socket library is the foundation for handling network communications.

1.4.1 Basic Networking with Sockets:

The socket module allows you to create servers and clients for various protocols like TCP

and UDP.
Example of a simple TCP server:

import socket

server_socket = socket.socket(socket.AF INET, socket.SOCK_STREAM)
server_socket.bind(("127.0.0.1", 8080))

server_socket.listen(1)
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print("Server is listening...")

conn, addr = server_socket.accept()
print (f"Connection established with {addr}")
conn.send(b"Hello, Client!")

conn.close()

1.4.2 HTTP Requests:

The requests library simplifies making HT TP requests, such as GET, POST, PUT, and
DELETE.

Example:

import requests

response = requests.get('https://api.example.com/data')
print (response. json())

1.4.3 Asynchronous Networking:

Libraries like asyncio and aiohttp enable asynchronous programming for better perfor-
mance, especially in 1/O-bound applications.

Example with asyncio:

import asyncio

import aiohttp

async def fetch data():

async with aiohttp.ClientSession() as session:
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async with session.get('https://api.example.com/data') as response:

print (await response.text())

asyncio.run(fetch_data())

1.5 Topics Covered in Subsequent Chapters

For more complex web and network programming tasks, Python provides additional tools

and frameworks:
» WebSockets: Real-time communication using libraries like websockets.

» RESTful APIs: Frameworks like Flask-RESTful and Django REST Framework for
building APls.

» Message Queues: Libraries like Celery for distributed task management.
» Security: Modules like ssl for secure communications.
» Load Balancing: Tools like haproxy and libraries for managing traffic distribution.

» Monitoring and Logging: Frameworks like Prometheus and Loguru for application

monitoring and debugging.

» Data Serialization: Libraries like protobuf and msgpack for efficient data trans-

mission.

» Cloud Integration: SDKs for services like AWS, Azure, and Google Cloud for

scalable web and network solutions.

» File Transfer Protocols: Libraries like paramiko and ftplib for managing file trans-

fers.

» Distributed Systems: Frameworks like Ray and Dask for building scalable dis-
tributed applications.
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» Concurrency: Advanced usage of asyncio, threading, and multiprocessing for op-

timizing performance.

» Testing: Tools like pytest and unittest for robust testing of web and network

components.

1.6 Conclusion

Python's capabilities in web and network programming make it a go-to language for
developers. Whether you are building a simple website, an API, or a complex networked
system, Python's extensive libraries, frameworks, and active community support ensure
a smooth development process. Start experimenting with Python today and unlock the

potential of web and network programming.
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